BO THONG TIN VA TRUYEN THONG CONG HOA XA HQI CHU NGHiA VIET NAM

TRUNG TAM UNG CUU KHAN CAP Dic liap - Tu do - Hanh phiic
MAY TiNH VIET NAM
36:383/VNCERT—DPUC Ha Ng¢i, ngay 4 SthangA4 nam 2017

m gédn chdn ma doc
3 bét hop phép

- Clc tlon vi chuyén trich vé CNTT, ATTT ciia Vin phong Trung
' KHAN uong Déng, céc Ban cia Déang, Van phong Ch tich nuée, Vin
phong Quoc hoi, Van phong Chinh phu;

- Céc don vj chuyén trdch vé CNTT, ATTT cac Bo, nganh:

- Céc don vi thugc Bo Thong tin va Truyén thong;

- Céc S¢ thong tin va Truyén théng;

- Thanh vién mang luéi tmg ctru su ¢:

- Céc Téng céng ty,Tap doan Kinh t&, cde T chire Tai chinh,
Ngan hang;

- Céc Doanh nghiép ha tang Internet, Vién théng, Pién luc, Hang
khéng, Giao théng Vin tai.

Thuyc hién cong tac theo déi sur ¢ trén khéng gian mang Viét Nam, Trung
tim VNCERT da ghi nhan dugc rét nhiéu sy ¢ ATTT v& ma doc khai théc tién
ao Coinhive an minh trén cic website. Khi nguoi dung truy cap vao trang web,
thu vién ma Coinhive dugc tu dong chay trén mdy tinh ngudi dung duéi dang tién
ich mé rong hodc truc tiép trong trinh duyét nham muc dich “dao” tién ao Bitcoin,
Monero... bing céch sir dung trai phép tai nguyén ngudi dung (CPU, & cing, bo
nhd...) va giri vé vi dién tir ciia tin téc.

Can ctr Quyét dinh sb 05/2017/Qb-TTg ngay 16/03/2017 ctia Thu tudng
Chinh phu va thyc hién Théng tw sé 20/2011/TT-BTTTT ban hanh ngay
12/9/2017 ctia B§ Thong tin va Truyen thong quy dinh vé didu ph01 irng clru su
cb an toan théng tin mang toan quéc, Trung tam VNCERT yeu cau Lanh dao don
vi chi dao cac don vj thudce pham vi quan ly thuc hién khan cap cac cong viéc sau:

1. B6i voi quan tri website:

- Kiém tra, ra so4t ma ngudn dé phat hién cac ma dugc chén vao. Déu hiéu
nhén biét gém cac tir khoa trong ma ngudn website “coinhive. com”, “coinhive”,

“coin-hive”, “coinhive.min.js”, “authedmine.com” , authedmine.min.js.



“coinhive”, “coin-hive”, “coinhive.min.js”, “authedmine.com”,
authedmine.min.js.

- Néu phat hién website bi chén cac ma khai thac nhu da néu trén, can ra
soét va kiém tra lai 16 hong trén méy chu, 16 hdng trén website, kiém tra céc tai
khoan bi 16 lot c6 quyén thay d6i md ngudn, nham khic phuc 16 héng bj loi
dung.

2. D6i véi quan tri mang: Trién khai cac bién phap nhdm ngan chin viéc
chay cac doan ma trai phép "Coinhive" trén may tinh nhu sau:

- Thuc hién giam sat va boc g& xtr ly trén cac may tinh trong mang co
xudt hién céc két nbi dén cac dia chi tén mién sau: afminer.com, coin-have.com,
coinerra.com, coinhive.com, coinnebula.com, crypto-loot.com, hashforcash.us,
jescoin.com, ppoi.org, authedmine.com;

- Str dung tuong lira dé chin cac két ndi ra cac dia chi sau:afminer.com,
coin-have.com, coinerra.com, coinhive.com, coinnebula.com, crypto-loot.com,
hashforcash.us, jescoin.com, ppoi.org, authedmine.com;

- Ra quét, kiém tra hé thong dé tim ra va loai bd cac doan mi cé trong céc
phan mém mé rong "Add-on" cta trinh duyét web;

- Khuyén nghi nguoi ding cai dit cdc tién ich mé& rong: “No Coin
Chrome” hay “minerBlock” d6i véi Chrome; cai dat “NoScripts” cho Firefox.

3. Huéng dan nguoi ding kiém tra hiéu suat sir dung CPU clia mdy tinh
bang céc img dung nhu Windows Task Manager va Resource Monitor. Néu may
tinh c¢6 déu hiéu chdm chap va kiém tra thdy hiéu sudt st dung CPU cua céc
trinh duyét hodc tién ich mé rong cao thi c6 thé may tinh d6 da bi nhiém
Coinhive. Can thong béo gép cho quan tri mang dé xu ly.

4. Thudng xuyén kiém tra va quét céc 16 hong ton tai trén hé théng dé
phét hién kip thoi sy xuét hién clia cac doan ma doc hai. Trong truong hop phat
hién ra cac 15 hong, lap tic trién khai bién phap khéc phuc, cap nhat cac ban va
bd sung va loai bo cac chuong trinh ddc hai da bi tin tic chén vao.

5. Sau khi thuc hién, dé nghi cac don vi bdo cédo tinh hinh liy nhiém va
két qua xr ly (néu c6) vé Co quan Piéu phdi Qudc gia (Trung tim VNCERT)
trude ngay 30 thang 11 ndm 2017.

Trén day 1 loai ma doc nguy hiém. Trung tim VNCERT yéu ciu Linh
dao céc don vi nghiém tic thuc hién 1énh diéu phéi.



Co quan Piéu phdi Quéc gia:

Trung tdm Ung ctru khén cép may tinh Viét Nam

Dia chi: Tang 5 - Toa nha 115 Tran Duy Hung - CAu Gidy - Ha Noi:
bi¢n thoai: 04 3640 4423 s6 may 1é 112;

Duong day néng: 0869 100 319/0934 424 009;

Hom thur dién tir tiép nhan béo céo su cb: ir@vncert.gov.vn.

Tran trong./.
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